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ACE Practitioner — Cyber Security

The ACE Practitioner Training is delivered on-line, utilising a mixture of live and recorded
presentations. Accredited assessors from one of our certification bodies is available to answer your
guestions on cyber hygiene along with QG staff to answer questions on the ACE Practitioner
network.

Prior to the training taking place delegates will be sent course materials to download as well as
onboarding links and how to access the online assessment.

Course Outline

Session 1
Introduction
e The QG Philosophy
e Cyber Essentials structure
e Practitioner Quality Assurance
e Information Security and Data Protection

Session 2

The Threat Landscape and how Basic Cyber Hygiene / Cyber Essentials protects business
e 10 Steps to Cyber Security
e Mitigation threats and defence strategies. (what’s happening out there)

Cyber Essentials — scope your system

Five Pillars to eliminate 80% of common online threats

e Using the IASME platform

Session 3

ACE Practitioner Network
e Joining the ACE Practitioner Register
e Maintaining registration

Session 4
Preparing for a Cyber Essentials PLUS assessment
e Requirements
e What are they looking for?
e Sample sizes
e Pass and fail

Session 5

e Delegate Assessment
e Assessment feedback
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